
Antitrust, Diversity, and Anti-Harassment

• Antitrust
You must not engage in discussions that could result in an unreasonable restraint of trade.
https://www.comptia.org/membership/communities-and-councils/antitrust-statement

• Diversity
We promote an inclusive environment that respects and values all individuals.
https://comptia.informz.net/COMPTIA/pages/CompTIAATTD

• Anti-Harassment
This is a respectful and safe environment for all. Any verbal, physical, or psychological harassment will not be tolerated. 
https://www.comptia.org/contact-us/harassment-complaint

Please report any violation of the above policies to CompTIA staff immediately. 
Violators will be removed from the event or meeting.
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PDF of the content will be posted in the Discussion Groups, where everyone 
on this call can access it using the login details you registered with.

https://discuss.comptia.org/forums/events-meetings.146/



EMBRACING 

THE FUTURE

Cybersecurity, Privacy, and Innovation at the 

board level



AGENDA
Empathising with Directors

Here are the topics I walk them through

• Who am I

• How does a Director think

• Cybersecurity

• Data Privacy

• The Essential 8

• Digitisation

• Artificial Intelligence

• An Innovation Mindset

• Conclusion

• References

• Contact Information



WHO IS KAREEM

• Director of  5 companies

• A member of  the executive council for the industry 

body - CompTIA

• Degree in Computer Science and Psychology Graduate of  

the Australian Institute of  Company Directors (GAICD)

• Over 35 years of  experience in the Digital/IT industry

• Digital in everything i.e. a geek at heart



HOW DOES A 

DIRECTOR THINK
• Most common background of  a director is 

accounting and law

• Directors tend to be very smart but often 

very conservative

• Directors look at everything from a risk 

perspective

• Sidenote: apparently accountants make 

great security experts – very similar 

mindsets

Sample Footer Text



INTRODUCTION • Cybersecurity: Protecting digital systems and data

• Essential for safeguarding sensitive information

• Data Privacy: Ensuring the confidentiality of  personal data

• Crucial for maintaining trust and security

• The Essential 8: A set of  strategies to mitigate cyber threats

• Recommended by the Australian government for all organisations

• Digitisation: The process of  converting information into a digital 
format

• Increases efficiency and accessibility of  information

• Artificial Intelligence: The development of  computer systems to 
perform tasks that typically require human intelligence

• Has the potential to revolutionise many industries

• Innovation Mindset: A way of  thinking that embraces change and 
seeks new solutions



CYBERSECURITY

• Definition and Importance of  
Cybersecurity in their industry

• Protecting sensitive information and 
preventing cyber attacks

• Common Cyber Threats Facing their 
industry

• Phishing, malware, ransomware, 
DDoS attacks & data breaches/theft

• Impact of  Cybersecurity Breaches on 
their industry

• Loss of  sensitive information, 
financial loss, and damage to 
reputation

• Given an industry-based example



EXAMPLE IN EDUCATION

Deakin University:

• Located in Victoria, in July 2022 Deakin University saw the face of  a 

cyber attack which compromised the details of  47,000 students. A hacker 

accessed a staff  member’s username and information which was held by a 

third-party provider. This provider apparently had previous engagement 

with the students and had sent text messages to the students in the past. In 

the attack, 9,997 students received a text message claiming that they had an 

available parcel and requested to make a customs fee payment.

• Once the link was clicked, the hacker could download the contact details 

of  students, accessing names, student IDs, mobile numbers, email addresses 

and comments inclusive of  their recent unit results.



ZERO TRUST

The zero-trust security model, or zero trust architecture (ZTA), is 

an IT security approach that follows the principle of  "never trust, 

always verify." It operates under the assumption that users and 

devices should not be automatically trusted, even if  they are on a 

secure network or have been verified before. ZTA emphasizes 

strong identity verification, device compliance checks before 

access is granted, and granting minimal access only to authorized 

resources. This model is particularly relevant in modern corporate 

networks that feature a complex mix of  zones, cloud services, 

remote connections, and IoT devices. Zero trust challenges the 

traditional security model of  a secure corporate perimeter, 

advocating for mutual authentication regardless of  location and 

access based on confirmed user and device identity. It can also be 

applied to data access, ensuring dynamic authentication and 

minimal privilege for every data request.
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- Governing by understanding the roles and responsibilities of the board and management.

- Developing and implementing a comprehensive cyber security strategy.

- Embedding cyber security in existing risk management practices.

- Promoting a culture of cyber resilience within the organisation.

- Planning for a significant cyber security incident and ensuring that the organisation is prepared to 

respond effectively.

- Staying informed about the threat environment, existing obligations, and regulatory requirements.

* Australian Signal Directorate Partnership Program https://www.cyber.gov.au/partnershipprogram

- Engaging with external experts as needed to support the board's understanding and oversight of cyber 

security risks.
** MyCISO & offboarding 

DIRECTOR RESPONSIBILITIES



Top 10 Director Questions:

Roles and responsibilities:

• 1. Does the board understand cyber risks well enough to oversee and challenge?

• 2. Who has primary responsibility for cyber security in our management team?

Cyber strategy:

• 3. Who has internal responsibility for the management and protection of our key digital assets and 

data?

• 4. Where, and with whom, are our key digital assets and data located?

Cyber risk management:

• 5. Is cyber risk specifically identified in the organisation’s risk management framework?

• 6. How regularly does management present to the board or risk committee on the effectiveness of 

cyber risk controls?

Cyber resilient culture:

• 7. Is cyber security training mandatory across the organisation and is it differentiated by area or role?

• 8. How is the effectiveness of training measured?

Cyber incident planning:

• 9. Do we have a Cyber Incident Response Plan, including a comprehensive communications strategy, 

informed by simulation exercises and testing?

• 10. Can we access external support if necessary to assist with a significant cyber security incident?

• Bonus Question: does the organization have Cyber Insurance?



DATA PRIVACY

• Data privacy is the right and responsibility of  
managing personal and sensitive data in a way that 
respects users’ choices, preferences, and expectations

• Closely related to Cybersecurity as it involves protecting 
against unauthorized/inappropriate access

• Types of  sensitive data held by schools

• Student personal information 

• Staff  records

• Financial Information

• Legal and ethical considerations

• Compliance with relevant Australian privacy laws, such as 
the Privacy Act 1998, The NSW Cyber Security Policy 
2022 and the Notifiable Data Breaches scheme, which 
came into effect in 2018

• NSW Department of  Education Information Security 
Requirements: https://education.nsw.gov.au/policy-
library/policies/pd-2015-0465



DATA PRIVACY

• Data Governance Best practice:

- Obtaining consent

- Minimising data collection

- Ensuring data quality

- Limiting data access

- Appropriately securing data storage

- Deleting data as soon as no longer needed



THE ESSENTIAL 8

• The Essential Eight is a strategy to 
mitigate against Cyber Security 
incidents, developed by the 
Australian Signals Directorate 
(ASD) – it is one of  many

• The Essential 8 maturity model was 
first published in June 2017 and 
updated regularly; it supports the 
implementation of  the Essential 
Eight. It is based on ASD’s 
experience in producing cyber threat 
intelligence, responding to cyber 
security incidents, conducting 
penetration testing and assisting 
organisations to implement the 
Essential Eight.



THE ESSENTIAL 8 ARE:

• Application control: Restrict the applications that can run on your devices to only those that are approved and trusted.

• Patch applications: Update your applications regularly to fix any security vulnerabilities or bugs.

• Configure Microsoft Office macro settings: Disable or limit the use of macros in Microsoft Office documents, as they can be used to 
execute malicious code.

• User application hardening: Configure your web browsers and other applications to block or limit the execution of potentially
harmful features, such as Flash, ads, and Java.

• Restrict administrative privileges: Limit the number of users who have administrative access to your systems, and only grant them 
the minimum level of privileges they need to perform their tasks.

• Patch operating systems: Update your operating systems regularly to fix any security vulnerabilities or bugs.

• Multi-factor authentication: Require your users to provide more than one piece of evidence to verify their identity when logging in 
to your systems, such as a password and a code sent to their phone.

• Daily backups: Backup your data daily to a secure and separate location, and test your backups regularly to ensure they can be 
restored in case of a data loss.



CYBER SECURITY REFORMS
The nine measures fall into two categories:

1. New cyber security legislation, covering:

a. Secure-by-design standards for consumer Internet of Things devices;

b. A no-fault ransomware reporting framework, where a business will report when both a 
ransom demand is made and separately if a ransom is paid;

c. Limited use obligation on the Australian Signals Directorate (ASD) and the National Cyber 
Security Coordinator for information provided by a business during a critical cyber incident; and

d. Establishing a Cyber Incident Review Board to undertake post-incident reviews of critical 
cyber incidents.

2. Amendments to the Security of Critical Infrastructure Act 2018 (SOCI Act), comprising:

a. Data storage systems that hold ‘business critical data’ to be included within the definition of 
‘asset’ under the SOCI Act and the risks to business-critical data be specifically covered in risk 
management settings;

b. New ministerial consequence management powers following a critical incident, including 
directing an entity to replace documents of individuals or businesses impacted by the incident;

c. Clarify and simplify the protected information sharing provisions;

d. New Secretary of Home Affairs directions power related to deficiencies in an entity’s risk 
management program obligations; and

e. Consolidation of telecommunications security requirements under the SOCI Act.
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DIGITISATION

• Digitisation is the process of  transforming information, processes, 
and services into digital formats, using digital technologies and 
platforms

• Common Terms around Digital:

• Strategy

• Transformation

• Enablement

• Automation

• Acceleration

• Positive impact on Teaching, Learning, and Administration

• Challenges and Opportunities:

• Digital Literacy

• Digital Divide/Inclusiveness 

• Resource Allocation and Infrastructure

• Balance the risks and opportunities



KAREEM’S SIMPLIFIED EXPLANATION OF AI

• Initially humans interfaced with computers via a desktop 

application

• Early 2000s saw the introduction of  The Web

• Early 2010s saw the introduction of  Mobile

• Mid 2010s saw the introduction of  Social

• 2022 brought us GenAI

• What is GenAI?



ARTIFICIAL 

INTELLIGENCE
• AI's Growing Role in Education

• Personalised learning for 
students/learning design

• Increased administrative efficiency

• Facilitating Innovation

• Measuring the process over the content

• Could there be/is there an IGS AI?

• Ethical Considerations

• Importance of  AI literacy

• Importance of  becoming truth detectives 
(.e.g Finland)

• Government’s Safe and responsible AI in 
Australia consultation

• Australian Framework for Generative AI in 
Schools



KHAN ACADEMY





GUIDING STATEMENTS



AI GOVERNANCE

Sample Footer Text



RESPONSIBLE AI GOVERNANCE

Sample Footer Text



THE AUSTRALIAN GOVERNMENT'S 
INTERIM RESPONSE

• To the consultation on safe and responsible AI in Australia highlights key insights and actions based on 
feedback from over 500 submissions. The consultation revealed strong public interest and concern over AI's 
potential risks, emphasizing the need for regulatory measures to ensure AI's safe and responsible development 
and deployment, particularly in high-risk contexts. 

• Key points: 

• Necessity for a risk-based regulatory approach

• The establishment of guardrails for high-risk AI applications

• The importance of international collaboration to address AI safety standards

• Immediate actions include developing an AI Safety Standard

• Exploring voluntary watermarking for AI-generated content

• Forming an expert advisory group 

• Focus on strengthening existing laws

• Enhancing international cooperation

• Maximizing AI's economic and societal benefits

• Guided by principles that prioritize:

• Safety

• Transparency

• Community-first approach



AN INNOVATION MINDSET

• Definition and Importance of  Innovation Mindset

• Key to future readiness and success

• Strategies for Encouraging Innovation

• Among staff  and students

• Long-term Benefits for the School Community

• Preparation for the future



GOVERNING WITH A (DIGITAL) INNOVATION MINDSET
• The necessity for continuous learning and adaptation in the face of digital advancements.

• The importance of a student-centric approach in digital transformation, ensuring technology implementations genuinely meet student needs.

• Strategies for increasing digital IQ among board members, such as engaging with digital natives, changing strategic approaches to be more dynamic, and 
fostering a culture of experimentation and innovation.

• The role of digital fluency in facilitating meaningful conversations about technology and its implications for the school.

• The significance of maintaining momentum in digital adoption post-pandemic and ensuring the board's active involvement in driving digital initiatives.

• Understand data as the huge asset it is.

• There is a critical need for boards to embrace a digital mindset, focusing on student outcomes, strategic agility, and continuous improvement to navigate 
the digital economy successfully.

• Cultivating a mindset open to exploration and entrepreneurship.

• The necessity of making innovation a standing agenda item in board discussions

• Strategic governance of innovation efforts, whether they aim to reinforce the core business or explore new avenues for growth.

• Advocate for a continuous reevaluation of what makes IGS better than its competition.

• Underscore the pivotal role of governance in nurturing an environment conducive to innovation.



CONCLUSION

• Good cyber security is essential to maintaining the 
performance of  the business, including safeguarding 
sensitive information and ensuring data remains suitably 
private

• Ensuring the Essential 8 is followed provides a significant 
amount of  cyber security and data privacy

• Digitisation, on top of  the correct digital strategy, increases 
business performance

• The emerging capabilities of  Artificial Intelligence are 
potentially enormous, but governance principles are 
evolving more slowly

• An Innovation Mindset is key to future readiness, success 
and is a defense against the competition
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CONTACT 

INFORMATION
• Contact Details for Further Communication

• Phone: 0414 996 327

• LinkedIn: LinkedIn.com/in/kareemtawansi

• Website: KareemTawansi.com, 

TechBoardAdvisor.com

• Socials: @TechBoardAdvisor

• Email: kareem@techboardadvisor.com



Director, Global Solutions
Ben Verschaeren

Generative AI and 
Cyber Security



Thread Bois
(and billionaires)





Generative AI and Cybersecurity: 
Future Dystopia or the Answer to Our 

Problems? 



Commonly reported attack vectors

Writing Malware
Ransomware

Crypto miners

Key loggers

Social Engineering
Cloning websites

Social pre-text

Vishing/Phishing

Deep Fakes

Fake identities

Attack automation





Orchestrating Large Scale Scam Campaigns

Ben Gelman – Sophos Senior Data Scientis

Younghoo Lee – Sophos Principal Data Scientist

• Website

• Payment

• Images

• Product Lists

Create 
Templates

• Infrastructure

• Image Generation

• Spam Emails

• Website Copy

Automate

• Credentials

• PII

• Credit Cards

Mass 
Harvest



Generating Malicious Payloads

















Untested code vs RaaS

You can write the code, but you still need:
Customer service

Payment processing

Lateral movement



https://www.itnews.com.au/news/chatgpt-can-help-software-supply-chain-attackers-596647

https://www.securityweek.com/chatgpt-hallucinations-can-be-exploited-to-distribute-malicious-code-packages/



https://cybernews.com/security/chatgpt-samsung-leak-explained-lessons/



https://the-decoder.com/hustlegpt-can-you-make-a-fast-buck-with-chatgpt/



To meet requirements, I need to 
ingest a list of IOC’s enrich them and 

block them if needed.

I’m not comfortable using Python, 
can you please re-write this script in 

Powershell?

Can you write me a Sophos XDR 
Query to search for those indicators?

Can you read this article from 
https://news.sophos.com and tell 
me the indicators of compromise?

I need to update 500 Sophos 
firewalls using an API, can you write 

a program to do it?

I need to write a disaster recovery 
plan, I have no idea how to do it.

I need to write a vendor proposal for 
X requirements.

I need a job description for X.

Can you please make me a technical 
job interview challenge?













INTERFACE LLM AGENTS
INT
EG

INTEGRATIONS

ChatOps





The Advantage

Complex 
Tasks





Thanks!

Ben Verschaeren

ben.verschaeren@sophos.com

GitHub: https://www.github.com/0xBennyV

Twitter (X?): @0xBennyV

LinkedIn: https://au.linkedin.com/in/benverschaeren
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